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CCRNo. 9% — ) 444 |LoggedDate &/ /F¢ |Rev. RequestType ( C K
Priority  Routine [ ]  Urgent[_] Emergency [X] |Affected Release Change Class /7

Title (description) GSFC Firewall Implementation

Documents Affected Source Nos (RID, NCR, Action ltem, GSFC CCR, etc.) or
Tech Reference

RTM Change [_] Start New Baseline [_|

Problem
We have been directed to supply transparent connectivity to GSFC from all FOS machines. The agreed upon solution

involves implementing “Network Address Translation” between ourselves and GSFC. We do not have that solution in place.

Proposed Solution
We implement Checkpoint FW1 as the firewall between here and GSFC. This implies the following:

1. All secondary interfaces on machines in the 155.157.0.0 address space will need to be permanently disabled.
2. All traffic between here and GSFC will go through the firewall.

3. The firewall will use NAT, static routes and proxy arps to handle all traffic in and out of the EDF.

4. This solution must be in place by 4/8/98.

Sec attached diagram for a more detailed explanation.

Impact Analysis:

Crganizations Affected: BOO [ Contracts [ ECS Chiet Eng [ FOS [] M&0 [
Procurement [] Qo ] Rel.Dev [] Rel. A [] Rel.C [] SCDO Arch. [}
Science Off [] Security [] Subcontret [] Sys. Eng [] SysXerf |
cpt
Cost: Nene [] Small [] Medium [] Large []
(Not exceeding $100,000) {$100,000 to $500.000) (Over $500,000)
Schedule: Now None [T} Other
Additional LOC Man-Months
Materials

Originator Glenn R Johnson %A /ﬂ% (//?‘/?/
Siggiature Date
Office Office Manager jMKﬂv’v/—" 4/7/ 79

Signature Date
Disposition Approved [Q/ Approved w/Comment [ | Forward [ ] Disapproved [ ]
Comments:
CCB Chairperson /ﬁ%:ﬂﬂ ﬂ\‘\/—’_ ¢/*"/ 7y
Signature Date
CMO10C96 ECS
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